FRM Basic Concepts and Theory




ISk management Is the proces
controlling threats to an organization's cap
earnings. These threats, or risks, could stem from a wide
variety of sources, including financial uncertainty, legal
liabilities, strategic management errors, accidents and natural
disasters.

+ Not all risks are so unpredictable or unexpected or
difficult to estimate. By closely monitoring the business
environment and streamlining internal systems and
processes, companies can anticipate the risks associated
with changing technology, changing customer tastes,
changing interest and currency rates, changing
competitive conditions, etc.



Breakdown of Bretton Woods

Oil shock

US Stock market crash

Crash of the Nikkel Index

Mexican Peso crisis

Asian currency Crisis

Russian rouble crisis/collapse of LTCM

Dotcom bust

WTC terrorist attack

Sub Prime Crisis

Collapse of Bear Stearns, Lehman, AlG,




he recent crisis. And the price pal y
has been heavy. It Is evident that financial institutions and
companies need to develop and apply a far more robust and
Integrated risk management framework that can inspire the
confidence of shareholders.

From identifying risk to measuring it and controlling it, the
entire risk management process will have to undergo a
major overhaul in the coming years.



arket risk separately in‘the
crisis. The credit risk in case of many sub prime assets
became market risk as market indices moved, leading
to heavy mark-to-market losses.

An organization wide view of risk management can
greatly improve efficiencies, generate synergies and
most importantly result in a deeper understanding of
risk exposure. Which is why banks like UBS have now
started to integrate the management of credit risk and
market risk.



Enterprise Risk Management

addresses some fundamental questions:
+ What are the various risks faced by the company?

* What Is t
* What Is t
* What Is t

ne magnitude of each of these risks?
ne frequency of each of these risks?

ne relationship between the different risks?

* How can the risks be managed to maximize
shareholders® wealth?



earnings. These threats, or risks, cou
variety of sources, including financial uncertainty, legal
liabilities, strategic management errors, accidents and natural
disasters.

I'T security threats and data-related risks, and the risk
management strategies to alleviate them, have become a top
priority for digitized companies. As a result, a risk
management plan increasingly includes companies' processes
for identifying and controlling threats to its digital assets,
Including proprietary corporate data, a customer's personally
Identifiable information and intellectual property.



http://searchdatacenter.techtarget.com/definition/IT
http://whatis.techtarget.com/definition/digitization

overnment bodies have e
compliance rules that scrutinize companies’ risk

management plans, policies and procedures. In an
Increasing number of industries, boards of directors
are required to review and report on the adequacy

of enterprise risk management processes. As a

result, risk analysis, internal audits and other means
of risk assessment have become major components of
business strategy.



http://searchcompliance.techtarget.com/definition/regulatory-compliance
http://searchcompliance.techtarget.com/definition/regulatory-compliance
http://searchcio.techtarget.com/definition/enterprise-risk-management
http://searchmidmarketsecurity.techtarget.com/definition/risk-analysis
http://searchmidmarketsecurity.techtarget.com/definition/risk-analysis
http://searchcio-midmarket.techtarget.com/definition/risk-assessment-framework-RAF

+ Risk identification. \

The company identifies and defines potential risks that ma-y negatively
Influence a specific company process or project.

* Risk analysis.

Once specific types of risk are identified, the company then determines the
odds of it occurring, as well as its consequences. The goal of the analysis is
to further understand each specific instance of risk, and how it could
Influence the company's projects and objectives.

+ RiIsk assessment and evaluation.

The risk is then further evaluated after determining the risk's overall
likelihood of occurrence combined with its overall consequence. The
company can then make decisions on whether the risk is acceptable and
whether the company is willing to take it on based on its risk appetite.
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http://searchcompliance.techtarget.com/definition/risk-appetite

During this step, companies assess t
and develop a plan to alleviate them using specific risk
controls. These plans include risk mitigation processes, risk
prevention tactics and contingency plans in the event the risk
comes to fruition.

Risk monitoring.

Part of the mitigation plan includes following up on both the
risks and the overall plan to continuously monitor and track
new and existing risks. The overall risk management process
should also be reviewed and updated accordingly.
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RISK
MANAGEMENT



e Continuous monitoring
of risks and actions to
control them

Identification

Monitoring &
Review

‘ ‘Qu ntltatwe vs
| qualitatlve

Risk Analysis
/ Assessment

Treatment

e Actions and
mechanisms to
minimize risks

*Risk acceptance ]
- .




to establish common frameworks and processes to effectlvely
Implement risk management strategies.

* These standards are often recognized by international regulatory

bodies, or by target industry groups. They are also regularly
supplemented and updated to reflect rapidly changing sources

of business risk.
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http://whatis.techtarget.com/definition/business-risk

* RiIsk avolidance. ————_

While the complete elimination of all risk is rarely possible, a risk
avoidance strategy is designed to deflect as many threats as possible in
order to avoid the costly and disruptive consequences of a damaging event.

+* RiIsk reduction.

Companies are sometimes able to reduce the amount of effect certain risks
can have on company processes. This is achieved by adjusting certain
aspects of an overall project plan or company process, or by reducing its
Scope.
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http://searchcompliance.techtarget.com/definition/risk-avoidance

* Sometimes, the consequences of a
distributed among several of the project's participants or
business departments. The risk could also be shared with
a third party, such as a vendor or business partner.

+ RISK retaining.

* Sometimes, companies decide a risk is worth it from a
business standpoint, and decide to retain the risk and deal
with any potential fallout. Companies will often retain a
certain level of risk a project's anticipated profit is greater
than the costs of its potential risk.
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http://whatis.techtarget.com/definition/vendor

manage the risks a company: faces. Yy
had, individual shareholders would find 1t inefficient and
expensive to manage risks on their own. The transaction
costs would be too high if a large number of small hedging
transactions are undertaken. Finally, distress situations are
eminently avoidable. During such situations, significant
value destruction takes place as the assets of the company
trade at unrealistically low prices.
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specific to it. Portfolio theory arg
are rewarded only for systematic risk. Unsystematic
risk, 1.e., risk specific to a company can be diversified
away by purchasing shares in a reasonably large
number of companies.

If shareholders can manage risk more efficient on their
own, by buying shares in various corporations, should
companies really manage risk?
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all the information needed to

faces. Moreover, even if they had, individual
shareholders would find it inefficient and expensive to
manage risks on their own. The transaction costs would
be too high if a large number of small hedging
transactions are undertaken. Finally, distress situations
are eminently avoidable.
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lows are healthy so that the imme
future investment needs of the firm are both adequately
taken care of.

Firms typically run into cash flow problems because they
fail to anticipate or handle risks efficiently. These risks
Include market risks such as vulnerability to interest rate,
stock index, commodity price and exchange rate
movements. Then there are credit risks which arise because
of excessive investments in the same asset class or lending
to the same customer segment.
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oles, which result when the entire
side, with sellers finding it difficult to find buyers.

Firms may also fail to anticipate business risks when the
demand suddenly falls or a rival starts taking away
market share aggressively with a new business model or
technological innovation.

There are various examples of companies failing to manage
operational risk effectively because of poor systems and
processes.

20



operations and more important
investments that are needed to sustain the company*s
competitiveness In the long run.

# Sound risk management goes a long way In ensuring
that the organization has the required liquidity to
function effectively even in bad times.
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classified uncertainty into thre

+ State Uncertainty: This refers to the unpredictability of the
environment. Causes of state uncertainty are:

« Volatility in the environment
« Complexity in the environment
+ Heterogenelity in the environment

+ Effect Uncertainty: This is the uncertainty about the impact of
external events on the organization.

+ Response Uncertainty: This refers to the unpredictability of the
organization‘s responses to external developments.
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nomics and the 2009 Econom
distinction among environmental / external un
organizational/internal uncertainty and strategic uncertainty.

Environmental uncertainty arises due to random acts of nature
and unpredictable changes in consumer preferences.

Organizational uncertainty refers to the lack of timely
communication among decision-makers, each of whom has
Incomplete information. This leads to lack of coordination and
consequently, poor decisions.

Strategic uncertainty is created by misrepresentation, non-
disclosure and distortion of information and results in uncertainty in
the relations a firm has with suppliers, customers and competitors.
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——

The Risk Management Process consists of

a series of steps that, when undertaken In
sequence, enable continual improvement in
decision-making.
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——

Step 1. Communicate and consult.
Step 2. Establish the context.

Step 3. ldentify the risks.

Step 4. Analyze the risks.

Step 5. Evaluate the risks.

Step 6. Treat the risks.

Step 7. Monitor and review.
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Communicate and consult
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Communicate and consult

v

Establish
the context

—

Identify

the risks

b 4

Analyse
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A 4

Evaluate

the risks

Risk assll'ess ment
1

Monitor and review

v

Treat
the risks

*{

alms to identify be
Involved In assessment of risk
(including identification,analysis
and evaluation) and it should
engage those who will be
Involved In the treatment,
monitoring and review of risk.
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As such, communication and consultation will be
reflected in each step of the process described here.

-As an initial step, there are two main aspec%s that
should be identified in order to establish the
requirements for the remainder of the process.

These are communication and consultation aimed at:
A- Eliciting risk information

B-Managing stakeholder perceptions for
management of risk.
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the organization or betw
and its stakeholders.

-It is very rare that only one person will hold all the
information needed to identify the risks to a
business or even to an activity or project.

-It therefore important to identify the range of
stakeholders who will assist in making this
information complete.
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community

Staff ,
. ~_ Regulators
- Your — '
. business
:r =
Sub-
" contractors
' Insurers
Suppliers , L 4
|
Internal stakeholders J External stakeholders
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T

 Determine the_ best method or media for communication
and consultation

 The significance or complexity of the 1ssue or activity
In question can be used as a guide as to how much
communication and consultation is required: the more
complex and significant to the organization, the more
detailed and comprehensive the requirement.
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within which ris entified.
Establish : :
the mnfm 1-Establish the internal context
= .
2 | (T, dentify 5 2-Establish the external context
S therisks | € | 2 3-Establish the risk management
E W g2
= Analyse el 5 context
-
% thevrisks _g_ = | 4-Develop risk criteria
= ﬁ += . . .
= Evaluate | 2 | E 5- Define the structure for risk analysis
= the risks =
A
Treat
the risks
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something happening tha
objectives.

As such, the objectives and goals of a business, project
or activity must first be identified to ensure that all
significant risks are understood.

This ensures that risk decisions always support the
broader goals and objectives of the business. This
approach encourages long-term and strategic
thinking.

A
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- Is there an internal culture that needs to be
considered? For example, are staff Resistant to
change? s there a professional culture that might
create unnecessary risks for the business?

- What staff groups are present?

- What capabilities does the business have in terms of
people, systems, processes, equipment and other
resources?
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* This step defines the overall environ which a
business operates and includes an understanding of
the clients’ or customers’ perceptions of the
business. An analysis of these factors will identify
the strengths, weaknesses, opportunities and
threats to the business in the external environment
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at regulations an

comply with? -

e Are there any other requirements the business
needs to comply with?

e What is the market within which the business
operates? Who are the competitors?

e Are there any social, cultural or political issues that
need to be considered?
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achieving the organization's goals a ives
- Define the operating environment

- Identify internal and external stakeholders and
determine their involvement in the risk
management process.
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important to define the limits, obje
of the activity or issue under examination.

cope

- For example, in conducting a risk analysis for a new
project, such as the introduction of a new piece of
equipment or a new product line, it is important to
clearly identify the parameters for this activity to
ensure that all significant risks are identified.

41



e |dentify any legislation, regu
standards and operating procedures that need to
be complied with

e Decide on the depth of analysis required and
allocate resources accordingly

e Decide what the output of the process will be, e.g.
a risk assessment, job safety analysis or a board
presentation. The output will determine the most
appropriate structure and type of documentation
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unacceptable levels of risk. Conver iteria
may include the acceptable level of risk for a
specific activity or event. In this step the risk criteria
may be broadly defined and then further refined
later in the risk management process.
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e Decide or define the acce
for each activity

e Determine what is unacceptable

e Clearly identify who is responsible for
accepting risk and at what level.

44



*+ |solate the categories of risk tha
manage. This will provide greater depth and
accuracy in identifying significant risks.

* The chosen structure for risk analysis will depend
upon the type of activity or issue,

its complexity and the context of the risks.
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Communicate and consult

v

Establish
the context

Identify

the risks

Analyse
the risks

h 4

Evaluate
the risks

Risk assessment -

Monitor and review

-

Treat
the risks

)

* Risk cannot
unless it is first identified.
Once the context of the
business has been defined, the
next step is to utilize the
information to identify as
many risks as possible.

46



the objectives of the business an
under analysis. Answering the following questions
identifies the risk:

What can happen?
How can it happen?
Why could it happen?
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Retrospective risks are those that have previously
occurred, such as incidents or accidents.
Retrospective risk identification is often the most
common way to identify risk, and the easiest. It’s
easier to believe something if it has happened
before. It is also easier to quantify its impact and to
see the damage it has caused.
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e Hazard orincident logs or registers
e Audit reports

e Customer complaints

e Accreditation documents and reports

e Past staff or client surveys

e Newspapers or professional media, such as
journals or websites.
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* Prospective risks are often har
are things that have not yet happened, but might
happen some time in the future.

* ldentification should include all risks, whether or
not they are currently being managed. The
rationale here is to record all significant risks and
monitor or review the effectiveness of their control.
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e Researching the economic, poli
and operating environment

e Conducting interviews with relevant people
and/or organizations

o Undertaking surveys of staff or clients to identify
anticipated issues or problems

* Flow charting a process

e Reviewing system design or preparing system
analysis techniques.
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* Select a risk identification m
appropriate to the type of risk and the nature of
the activity

* Involve the right people in risk identification
activities
* Take a life cycle approach to risk identification and

determine how risks change and evolve throughout
this cycle.
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have identified man'y risks and
it is often not possible to try
to address all those identified.

+ The risk analysis step will
assist in determining which
risks have a greater
consequence or impact than
others.
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consequences, or impact, of an event,

+ with the likelihood of that event occurring. The
result is a ‘level of risk’. That is:

Risk = consequence x likelihood
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1. Identify existing strategies and ¢ to
minimize negative risk and enhance opportunities.

2. Determine the consequences of a negative
impact or an opportunity (these may be positive
or negative).

3. Determine the likelihood of a negative
consequence or an opportunity.

4. Estimate the level of risk by combining
consequence and likelihood.

5. Consider and identify any uncertainties in the
estimates.
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etermine level of r:sk\

e Qualitative
e Semi-quantitative
e Quantitative.

- The most common type of risk analysis is the
qualitative method. The type of analysis chosen will be
based upon the area of risk being analyzed.
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existing controls — take the ti

e The risk analysis methodology selected should,
where possible, be comparable to the SIgmflcance
and complexity of the risk being analyzed, i.e. the
higher the potential consequence the more
rigorous the methodology

e Risk analysis tools are designed to help rank or
priorities risks. To do this they must be designed for
the specific context and the risk dimension under
analysis.
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y

compari

during the analysis process with
previously established risk criteria,
and deciding whether these risks
require treatment.

+* The result of a risk evaluation is a
prioritized list of risks that require
further action.

+ This step is about deciding
whether risks are acceptable or
need treatment.
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e The cost of treatmem it, so

that acceptance is the only option (applies
particularly to lower ranked risks)

e The level of the risk is so low that specific
treatment is not appropriate with available
resources

e The opportunities presented outweigh the
threats to such a degree that the risks justified

e Therisk is such that there is no treatment available,
for example the risk that the business may suffer
storm damage.
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Communicate and consult

v

Establish
the context

b 4

Identify
the risks

h 4

Analyse
the risks

b 4

Evaluate
the risks

Risk aﬁkﬁment 7

Monitor and review

*

not considere
tolerable at Step 5.

* Risk treatment involves identifying
options for treating or controlling
risk, in order to either reduce or
eliminate negative consequences, or
to reduce the likelihood of an
adverse occurrence. Risk treatment
should also aim to enhance positive
outcomes.
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assist in the minimization of n or
an increase in the impact of positive risk.

1- Avoid the risk

2- Change the likelihood of the occurrence
3- Change the consequences

4- Share the risk

5- Retain the risk
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e The key to managing ris
effective treatment options

T

e When implementing the risk treatment plan,
ensure that adequate resources are available, and
define a timeframe, responsibilities and a method
for monitoring progress against the plan

e Physically check that the treatment implemented
reduces the residual risk level

e In order of priority, undertake remedial measures
to reduce the risk.
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management process.

* A business owner must monitor
risks and review the effectiveness
of the treatment plan, strategies
and management system that
have been set up to effectively
manage risk.
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priorities. Very few risks will remain ,
therefore the risk management process needs to
be regularly repeated, so that new risks are
captured in the process and effectively managed.

+ A risk management plan at a business level should
be reviewed at least on an annual basis. An
effective way to ensure that this occurs is to
combine risk planning or risk review with annual
business planning.
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Establish the context
» The external context
* The internal context
» The risk management context
» Develop risk evaluation criteria
» Define the structure for risk analysis [
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